MHcopmaumnoHHasa namsTka Ans oby4yarowmxca ansa pasMmeLeHus Ha
ocdmumnanbHbIX UHTEPHET-pecypcax

C KaxkgblM rogoM MOJSIOAEXM B MHTEPHETE CTaHOBUTCA GonbLue, a LWKOMbHUKN OOHN
M3 caMbIX aKTUBHbIX Mofib3oBatenien PyHeTa. Mexgy T1em, NOMMMO OrFpPOMHOrO
KOnnyecTBa BO3MOXHOCTEW, WHTEPHET HeceT M npobnembl. 3Ta namsTka [OSHKHA
nomoyb Tebe Be3onacHoO HaXoAUTLCA B CETWU.

KomnbloTepHble BUpPYCbI

KoMnbloTepHbIA  BUPYC - 9TO  Pa3HOBUMOHOCTb  KOMMbLIOTEPHBLIX  MpOrpaMmm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SIBNSETCA CMOCOBHOCTb K pasmMHOXeHuto. B
AOMOMHEHWEe K 3TOMY, BMPYCbl MOryT MOBPEAUTb WUIM MOMHOCTBIO YHUYTOXWUTH BCE
Gannbl M [aHHble, NOAKOHTPOSIbHbIE MOMb30BaTEN, OT MMEHW KoToporo 6bina
3anylweHa 3apaxeHHas nporpaMma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ONepaunoHHYI0 CUCTEMY CO BceMu (pavnamm B uenom. B GonblumHCTBE cryyaes
pacnpoCTPaHATCA BUPYCbl YEPe3 MHTEPHET.

MeTofbl 3aLMTbl OT BPEAOHOCHbIX MPOrpamMm:

1. Wcnonb3yn coBpeMeHHble onepaunoHHble CUCTEMbI, UMEKLME Cepbe3HbIN
YPOBEHb 3aLUMThl OT BPEAOHOCHbIX NporpamMmm;

2. loctosiHHO ycTaHaBnuBanM navytm  (UnMdpoBble  3annaTkn,  KOTOpble
aBTOMaTU4YECKN YCTaHaBNUBAKTCA C Uenbld AopaboTku nporpaMmmbl) U Apyrue
oBOHOBMNEHNA cBOEN onepaumoHHon cuctemMbl. CkaumMBanm MX TONbKO C odmumnanbHOro
canta paspabotunka OC. Ecnu cywecTtByeT pexum aBTOMaTM4Yeckoro OBHOBMNEeHus,
BKITHOUU €rO;

3. Pabota Ha cBOeM KOMMNbKOTEPE MOA4 nNpaBaMy nofb3oBaTens, a He
agMuHUcTpaTopa. 3TO He no3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX — MporpamMmm
WMHCTannMpoBaTbCs Ha TBOEM NePCOHaNbHOM KOMMbIOTEPE;

4. Mcnonb3yn aHTUBUPYCHbIE nporpamMmmHble NPOAYKTbI N3BECTHbIX
npounssoguTenen, ¢ asTomaTniyeckum obHosneHnem 6as;

5. OrpaHunyb oM3n4eckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Mcnonb3yn BHELWIHME HOCUTENU UHGOPMauuKM, Takne Kak drellka, OUCK unu
dhann n3 MHTepHeTa, TOMNbKO U3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTKkpblBah KOMMbIOTEPHbIE (pannbl, MNOMyYEHHbIE W3 HEHaAEXHbIX
NCTOYHMKOB. [axe Te paunbl, KOTOpble npucran TBOW 3HAKOMbIW. Jlydwle yTOYHM Y
Hero, oTnNpasnan nn oH Tede nx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepefadn faHHbIX, HE TEXHOMOMMd, a BCero nuwb GpeHa,
mapka. Ewe B 1991 rogy HuaepnaHackas KoMnaHusa 3aperucrpupoBana OpeHa
"WECA", yto o6o3Hauvano cnosoco4vetaHune "Wireless Fidelity", koTopbin nepesoantcs
Kak "6ecnpoBogHasi TOMHOCTbL".

[lo Hawero BpemeHu gowna gpyras abbpesuartypa, KoTopasa SBNSETCS TakoWm Xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHMe OGbINIO AAHO C HAMEKOM Ha
cTaHOapT BbiCcwen 3ByKoBoM TexHuku Hi-Fi, 4yTto B nepeBoge o3Ha4daeT "BbiCOKas
TOYHOCTBL".

Ha, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, OoTendx M aljponopTax sBnseTcs
OT/IMYHOMN BO3MOXXHOCTbIO BbiXxO4a B WHTEpHeT. Ho MHOrve akcnepTbl CYMTalOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcsa 6e3onacHbIMU.

CoBeTbl Nno 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:

1. He nepepgasan cBO Nn4Hy0 MHopMauuio Yepes obuwenoctynHble Wi-Fi ceTu.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbl U Kakne-To HoMepa;

2. icnonb3yi 1 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl 1 BpaHamayep. Tem cambiM
Tbl 06e3onacuLlb cebsa OT 3akayku BUpYyca Ha TBOE YCTPOWCTBO;



3. Mpun ucnonbzoBanmm Wi-Fi oTknoum dyHkumo "O6wmin goctyn K dhavnam wm
npuHtepam". [aHHas QYHKUMA 3akpbiTa MO YMOMYaHUK, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea MCnonb3oBaHns B paboTe unm yyebe;

4. He ucnonb3yn nyénuynein WI-FI ona nepegaym nu4yHbIX 4aHHbIX, HAanpuvep ans
BbIXOA4a B couManbHble CETU UMW B SNIEKTPOHHYHO MOYTY;

5. Mcnonb3yi TonbKo 3awmweHHoe coeanHeHne yepes HTTPS, a He HTTP, T.e.
npu Habope BebG-agpeca BBOAN UMeHHO "https://";

6. B moOunbHoMm TenedoHe oTkmouM  dyHkumo  "MogknoveHne k  Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOOAT B HaLUy XW3Hb, MHOrMe noau paboTarT U
XWMBYT TaMm MNOCTOSIHHO, a B Facebook yxe 3apernctpypoBaH Mmunnuap 4YernoBek, 4YTo
ABNAETCA OOHOW CceaAbMON BCex Xutenem nnaHeTtbl. MHoOrme nonb3oBaTenn He
NOHUMAIOT, YTO MHdOPMaLUS, pa3MeLLeHHass UMW B COLMANbHbIX CETAX, MOXET ObITb
HangeHa W UCMonb30oBaHa KeM YrogHo, B TOM 4ucre He obsasaTtenbHo ¢ 6narumm
HaMepeHNAMMN.

OcHoOBHble coBeTbl N0 6€30MacHOCTM B COUManbHbIX CETAX:

1. OrpaHnyb cnucok apysen. Y 1ebs B Apy3bAX He OOIMKHO OblTb Criy4anHbIX U
He3HaKOMbIX JTIOOEN;

2. 3awmuan cBOK YacTHYK Xu3Hb. He ykasbiBa naponu, TenedoHbl, agpeca,
AaTy TBOEro POXAEHUS U OPYrYK JIMYHYK MHGOpPMauMio. 3NOYMbILWIEHHUKN MOryT
MCNonb3oBaTb Aaxe WHMopMauuio O TOM, Kak Tbl U TBOM POAMTENU NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awumwan ceow penytaumio - OepXu ee B YMCTOTe M 3adaBan cebe Bonpoc:
xoTen Obl Tbl, YTOOLI ApyrMe nonb3oBaTenn BUAENU, YTO Thbl 3arpyxaewb? Nogyman,
npexae 4em 4to-To onybnukoBaTb, HaNUcaTb U 3arpy3unTb;

4. Ecnn Tbl roBopuvb C NOLbMW, KOTOPbIX HE 3Haellb, He WCMNOoSib3yn CBOE
peanbHOe NMS U APYryko NUYHYI0 MHOPMAaLMK: UMSA, MECTO XUTENbCTBA, MECTO y4elbl
N npoyee;

5. N3beran pasmellueHuss dotorpacdum B WHTepHeTe, rae Tbl U3obpaxeH Ha
MECTHOCTM, MO KOTOPOW MOXXHO OnpeaennTb TBOE MECTOMOSIOXKEHME;

6. MNpu pernctpauun B coumanbHOM CeTU HeobBXOAUMO MCMNOSIb30BaTb CIIOXHbIE
naponu, cocrosime n3 6yks n LmMdp 1 ¢ KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOW ceTu, NoYTbl U OPYrMxX CamToB HeobXogMMO UCMOoNb30BaTb
pasHble naponu. Torga ecnu Teba B3NOMaloT, TO 3MOYMbILWEHHMKM Nony4aT JOCTyn
TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AEeHbIU

ONEKTPOHHbIE [OeHbMM - 3TO OYeHb YAOOHbLIM cnocob nnaTtexen, oOfHaKo
CYLLIECTBYIOT MOLLUEHHMKMN, KOTOPbLIE XOTAT MNOMYYNUTb 3TU AEHbIN.

OnNEKTPOHHbIE AEHbMM MNOSIBUIINCb COBCEM HEAABHO WM MMEHHO M3-3a 3TOro BO
MHOMMX rocygapcreax 40 CUX MOp He NPOonMcaHo NPO HUX B 3aKOHaX.

B Poccumn xe oHM OYHKUMOHUPYKT M O HUX YXKEe MPOMMCaHO B 3aKOoHe, rae ux
pas3nenstoT Ha HECKONbKO BMAOB - @aHOHUMHbIE N HE @aHOHUMHbIE. Pa3Huua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspewaeTca npoBoauTb onepaunn 6e3
noeHTMdmKkaumm nonb3oBaTens, a B HEaHOHMMHbIX uaeHTUdMKauua nonb3oBaTens
saBnseTcs 06s3aTenbHOMN.

Takke crnegyeT pasnuyaTb  ONEKTPOHHble  MaTHble  AeHbrn  (paBHbI
rocygapCTBEHHbIM BanioTam) W 3feKTPOHHble HedwuaTHble [OeHbrM (He paBHbI
rocygapCTBEHHbIM BanoTam).

OcHoBHble coBeTbl NO Bbe3onacHon paboTe ¢ 3NEKTPOHHLIMU AEHbraMu:



1. MMpuBsXXM K CYETY MOOUMbHBIN TenedoH. ATO caMbli yOOOHbIN M BbICTPbIN
cnocob BOCCTaHOBUTbL A0CTyn K cyeTy. [lpmBs3aHHbIM TenedoH MNOMOXET, ecnu
3abyaellb CBOWM NnaTeXHbI Naposb Uv 3angellb Ha CanT C HE3HAKOMOroO YCTPONCTBA;

2. MWcnonb3yn opgHopasoBble naponu. [locne nepexoga Ha  YCUIIEHHYHO
aBTopm3aumo Tebe yxe He OyaeT yrpoxaTb OMACHOCTb KpaXu WM nepexsaTta
nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. lNpectynHukam 6yaet He NpocTo yragaTb CrOXHbIN
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepXaT He MeHee 8 3HaAKOB U
BKMOYalOT B cebsi CTPOYHble U NponucHble GyKkBbl, LUAPbl M HECKOSIbKO CMMBOJIOB,
TaKue Kak 3HaK gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

AneKTpoHHasA no4Ta

ONIeKTPOHHast noyTa - 3TO TEeXHOMorns u npegoctaBfsgeMble €r  ycrnyru o
nepecbifike W MOMYyYEHUIO 3NEKTPOHHBIX COOBLLEHWA, KOTOopble pacnpenensitoTcs B
KoMnbtoTepHoOM ceTu. OObIYHO 3MEKTPOHHbLIA MOYTOBbLIA AWK BbIrMAAUT Crieayrowmm
obpa3oM: uMMA_nonb3oBaTend@uMa_aomMeHa. Takke KpomMe nepefaynm nNpocToro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepeaaBath dhansbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C SNEKTPOHHOW MNOYTON:

1. Hapo BblbpaTb NpaBusbHbIA MNOYTOBLIN CEPBUC. B MHTEpHETE eCTb OrpOMHBbIN
BblOOp 6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OQHAKO Jydlle JOBEPATb TEM, KOro 3Haellb U
KTO NepBbi B PENTUHTE;

2. He ykasbiBan B JMYHOW MOYTE JUYHYO WHGoOpmaumio. Hanpumep, nydwe
BbIGpaTb "My3blkanbHbIN_aHaT@" nnn "pok2013" BmecTto "temal3";

3. Wcnonb3yn OByxaTanHyi aBTopu3aumio. OTO Korga MOMUMMO Mapons Hy>XHO
BBOAMTb KO, npuckinaembln no SMS;

4. Bbibepun CrnoxHbli naposb. [Ona Kaxagoro NoYTOBOro siLMka AomkeH ObiTb CBOWM
HaOeXHbIN, YCTONYMBLIN K B3fIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMY CBOM JIMYHbIM BOMPOC, UCMONb3yMn
9Ty BO3MOXHOCTb;

6. icnonb3yn HECKONbKO MOYTOBbLIX ALWMKOB. [lepBbl ONA YaCTHOW NEepennuckn ¢
agpecataMmu, KOTOpbIM Tbl [AOBepsellb. JTO 3JMEKTPOHHbIM agpec He Hago
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax un cantax;

7. He oTkpbiBan dhannbl N gpyrme BNOXEHUS B MUCbMaXx, JaXe eCrv OHU NpuLu
OT TBOMX ApYy3€en. Jlydlle yTouHM y HUX, OTNpaBnsnn nim oHn Tebe atn dannsi;

8. lNocne okoH4YaHUsA paboTbl HA NOYTOBOM CepBUCEe Mepesn 3akpbiTUeM BKagkun C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepOynnuHr nnu BuptyanbHoe nsaeBaTesnibCTBO

KnbepbynnuHr - npecnegoBaHve cCOOOLLEHUAMM, coaepXawuMm OockopbneHus,
arpeccuvio, 3anyrmBaHue; XynuraHcTBO; coumanbHoe OOMKOTMPOBaHME C MOMOLLbLHO
pasriMyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ knbepbynnmHrom:

1. He 6pocancs B 6on. Jlyywmin cnocob: nocoBeToBaTbCsA Kak cebsi BECTU U, ecrniu
HeT TOro, K KOMy MOXHO 06paTuUTbCs, TO BHa4vane ycrnokoutbca. Ecnu Tbl HavHelb
oTBeYaTb OCKOPONEeHusMM Ha OCKOpONneHusi, TO TONbKO euwe 6onblie pasoxkellb
KOHSUKT;

2. YnpaBnsi cBoen kubeppenytaumnen;

3. AHOHUMHOCTb B ceTU MHMMas. CyLlecTBYKOT CnoCcobbl BbIICHUTb, KTO CTOUT 3a
aHOHVIMHbIM aKKayHTOM,;

4. He cTOMT BECTM XyNMraHcknin obpas BUpTyanbHOMW XU3HWU. IHTEpPHET pukcupyeT
BCE TBOM AEWNCTBUS U COXPAHSET MUX. YaanuTb ux byaet KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;



6. UrHopupyn eauHuYHbIM Heratue. OgHOpa3oBble OCKOPOUTENbHbIE COOBLLEHNS
nyyuwe nrHopupoaTb. OBbIMHO arpeccusi NpekpaLlaeTca Ha HavYanbHOW cTaauu;

7. baH arpeccopa. B nporpammax oOMeHa MrHOBEHHbIMM COOOLIEHUSMKU, B
coumarnbHbIX CeTAX €eCTb BO3MOXHOCTb ONIOKMPOBKM OTMApaBKM COOOLLUEHNA C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBupetenb kmbepbynnuHra. TBou [EWCTBUS: BbICTYNUTb MNPOTUB
npecnegosaTens, MokasaTb €My, 4YTO €ero [OeucTBuMs OLEHUBAlOTCH HeraTmsBHO,
nogaepXxaTb XepTBy, KOTOPOW HyxXHa Ncmxorornyeckas nomoLlb, COo0LMTb B3pOCHbIM
0 (bakTe arpeccnBHOro NOBEAEHNSA B CETH.

Mob6unbHbIN TenedoH

CoBpemMeHHble CcMapTOHblI M NMaHWeTbl cogepxaTt B cebe BNonHe B3pOChbif
dYHKUMOHAr, U TeNepb OHM MOTYT KOHKYPMPOBAaTb CO CTaLMOHAPHbIMU KOMMbIOTEPAMMU.
OpHako, cpeacTB 3almThl Ans NOAO6HbBIX YCTPONCTB NOKa OYeHb Mano. TecTtupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NPOUCXOAMT HE Tak MHTEHCMBHO, kak ans MK, To e camoe
KacaeTcst U MOBUIbHbBIX NPUNOXEHWUI.

CoBpeMeHHble MOOWNbHblE Bpay3epbl yXe MpakTUYeCcKn AOorHanM HacTosbHble
aHanorun, ogHako pacwmpeHue yHKLMOHana snevet 3a cobon 60sbLIYH CNOXHOCTb U
MEHbLUYH 3aLLMLLEHHOCTD.

[laneko He Bce nMpPoOM3BOAUTENM BbINyCcKalT OOHOBNEHUs, 3akpbiBaloLne
KPUTUYECKNE YSI3BMMOCTM AN CBOMX YCTPONCTB.

OcHoBHble coBeTbl Anga 6e3onacHocTN MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-HactosiweMy becnnaTtHbiM. byab OCTOpoXeH, Beab koraa
Tebe npegnaratoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakMe-To nnaTHble
ycnyru;

Ayman, npexge 4yem otnpasuts SMS, poTo unu Buaeo. Tbl TOYHO 3Haelb, rae
OHM ByayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 CUCTEMY TBOErO CMapTdOHa;

Mcnonb3yin aHTUBMPYCHbIE NpOorpamMMbl 451t MOBUIbHBLIX TENEOHOB;

He 3arpyxan npunoxeHust OT HEU3BECTHOrO MWCTOYHWKA, Bedb OHUM  MOryT
cogepxaTtb BpPe4AOHOCHOE nporpamMmmMHoe obecneyeHue;

lMocne Toro Kak Tbl BblAELWb C canTa, rae BBOAUM NIMYHYO MHOPMaLMIo, 3anan B
HacTpownkn bpaysepa n yganu cookies;

Mepnoanyeckn npoBepsin, Kakume nnaTHble YCRyrm akTUBMPOBaHbl Ha TBOEM
HOMeEpE;

[aBain cBon HoOMep MOBUMBHOrO TenedoHa TONbKO NIAAM, KOTOPbIX Thl 3HAELLUb U
KOMY OOBepsieLUb;

Bluetooth gomxkeH 6bITb BbIKNHOYEH, KOrga Tbl UM He nofb3yelwbes. He 3abbiBan
NHOrga NpoBEpPSThL 3TO.

Online vrpsbl

CoBpeMeHHbIE OHMaWH-Urpbl - 3TO KpacoudHble, 3axBaTbiBalOLLME pPa3BreYEHUs,
006beMHAILWME COTHM ThICSY YErloBEK NO BCeMy MUpY. Urpokn nccnenyot aHHbIA UM
MUp, obLialTcsa Apyr C OPYrom, BbINOMHAKT 3adaHusi, cpaXarTcss C MOHCTpaMn u
noslyyaroT onbIT. 3a yOOBOMbCTBME OHM MNNATAT: MNOKynawT AUCK, OnfadnBatoT
aboHeMeHT nnun NnpruobpeTaroT Kakme-To Onunn.

Bce atm cpencrtea vMayT Ha nogdepxaHue U pasBUTUE UMPbl, a Takke Ha camy
6€e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3ALINK, BbINMYCKAOTCS HOBLIE NMaTyu
(undppoBble 3annaTku gns NporpamMMm), 3aKpbiBakOTCA YA3BUMOCTU CEPBEPOB.

B nogoGHbIX urpax CToMT onacaTtbCA HE CTONbKO CBOMX COMEPHUKOB, CKOSbKO
Kpakm TBOEro naponsi, Ha KOTOPOM OCHOBaHa CMCTeEMa aBTopu3aunmn DONbLUNMHCTBA Urp.

OcHoOBHble coBeTbl MO 6€30NacHOCTM TBOErO UFPOBOrO akKayHTa:

1. Ecnn ppyron wurpok Beget ceba nnoxo wmnu cosgaet Tebe HenpuATHOCTM,
3a6noKMpyKn ero B CNUCKe UrpoKoB;



2. Toxanynca agMuHUCTpaTopaM Wrpbl Ha MNIOXOe MNoBeJeHue 3TOro MUrpoka,
XenaTtenbHO NPUNOXWUTb Kakme-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hyt0 MHGOpMaUmIo B npodpamnne urpsbl;

4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBeaun HeodumumnarnbHble naTin n Moapl;

6. Micnonb3ymn crnoxHble 1 pasHble naponu;

7. Daxe BO BpeMs Urpbl He CTOUT OTKNOYaTb aHTMBMPYC. [1oka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

®ULLIMHTI UK KpaXKka NNYHbIX JaHHbIX

OGbIyHOM Kpaxken OeHer U OOKYMEHTOB CErofHsl y)Ke HUKOro He yaAMBULIb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMA 3MI0YMbILLIIEHHUKU MEPEMECTUNIUCE B UMHTEPHET, U
npogosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nogBmnacb HoBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA U (PULLIMHS, rnaBHas
Lenb KOTOPOro COCTOMT B MOMyYeHUU KOHUAeHUMarnbHbIX AaHHbIX Monb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuickom asbike phishing yntaeTca kak dpuwmnHr (ot fishing -
pblbHas noens, password - naposnb).

OcHoBHble coBeTbl No 6bopbbe ¢ PULLNHIOM:

1. Cnegu 3a cBoum akkayHToM. Ecnu Tbl nogospeBaellb, YTO TBOS aHkeTa Obina
B3NoMaHa, To HeobxoaMmo 3abnoknpoBaTb €e U COOBLWNTL agMUHUCTPaTOpam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3yn 6GesonacHble BebG-canTbl, B TOM 4uCNe, WHTEPHET-marasvHoB U
MOWCKOBbIX CUCTEM,;

3. Micnonbayi cnoxHble 1 pasHble naposniv. Takum obpasom, ecnun Tebsa B3fiomalor,
TO 3NOYMbILUNIEHHUKM NofnyyaT AOCTYN TOSNbKO K O4HOMY TBOeMY Npodunto B CETU, a He
KO BCEM;

4. Ecnu Teba B3nomanu, To Heobxoaumo npenynpeavTb BCEX CBOMX 3HAKOMBIX,
KoTopble gobasneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3nomanu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoBunbHbIN TenedoH;

6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan dhannbl N gpyrme BNOXEHUS B MUCbMaXx, JaXe eCrv OHU NpuLLu
OT TBOMX Apy3€en. Jlyylle yTouHM y HUX, OTNPaBnsanu v oHn Tebe atn dannoi.

LUudpoBas penyrtauus

LindpoBasa penytaumnsa - 9170 HeraTuBHas unn nosnTMBHasa MHopMauus B ceTn o
Tebe. KomnpomeTupywwaa wHpopMaunda, pasmeweHHass B WHTEPHeTe, MOXeT
cepbe3HbiM 00pa3om OTpasnTbCA Ha TBOEW pearnbHOn XnsHu. "LindpoBas penytauusa” -
3TO TBOW UMUK, KOTOPbIN hopMUpyeTcs n3 nHgopmaumm o Tebe B MHTEPHETE.

TBOE MecTo XuTenbCTBa, y4yebbl, TBOE (PMHAHCOBOE MNOSIOXKEHME, OCOBEHHOCTU
XapakTtepa u pacckasbl 0 65IM3KMX - BCe 3TO HaKannBaeTCsi B CETU.

MHoOrMe nogpoCTKM  NIErKOMbBICIIEHHO  OTHOCATCA K NyGnukauuMm  JIMYHOWN
nHpopMmauun B VIHTEpHeTe, He MOHMMAasi BO3MOXHbIX MOCNEACTBUA. Tbl Oaxe He
CMOXelWb AoragaTbCs O TOM, 4TO poTorpacduma, pasmeweHHaa 5 neT Hasag, cTana
NPUYNHON OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapun, pasmellieHve TBoux dootorpadoui n gpyrme OevUCcTBUA MOTyT He
MCYE3HYTb Jaxe nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHun aTy
WHoOpMauuio, nonasna M OHa B MOWCKOBblE CUCTEMbI M COXpaHuUnacb N1 OHa, a
rmaBHoOe: 4YTO noaymMalrT O Tebe okpyxarolwme nau, KoTopble HanayT U yBUOAT 3TO.
Hantn nHgpopmaumto MHOro fneT CnycTta cCMoXeT NMobon - kak M3 gobpbix NodyxaeHun,
TaK 1 C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrOoA4HO.

OcHOBHbIe COBETbI MO 3awWnTe LUGPOBON penyTauun:

1. Mogyman, npexage 4em 4To-TO Ny6nukoBaTb N NnepefasaThb y cedbs B 6nore nnu B
couunanbHOu CeTu;



2. B HacTpoukax npounsa yCTaHOBW OrpaHUYeHUst Ha NPOCMOTP TBOEro npoduns
N ero cCoaepXnMoro, caenan ero Toneko "ana gpysen”;

3. He pasmewan u He ykasbiBa MHGPOPMaUMO, KOTOpas MOXeT KOro-rnvbo
OCKOp6nATbL Unn obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIE LUKOSNIbHUKN - aKTUBHbIE MOMb30BaTENN LMGPOBOro NpOCTpaHCTBA.
OpHako faneko He Bce 3HaT, Y4TO NOSIb30BaHWE MHOMMMU BO3MOXHOCTAMU LMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "vHTENnekTyanbHasa COGCTBEHHOCTBL" OTHOCUTCS K PasfMyHbIM TBOPEHUAM
YerioBEYEeCKOro yMa, HauuHasi C HOBbIX W300peTeHMi W 3HakoB, O6O3Ha4aoLLMX
COBCTBEHHOCTb Ha NPOAYKTbI WM YCIyrn, WU 3akaHunmBasi KHUramm, doTtorpausamu,
KMHOUIIbMaMKn 1 My3blKalibHbIMU MPOU3BEAEHNAMM.

ABTOpCkME MNpaBa - 3TO MNpaBa Ha WHTENNEeKTyanbHyt0 COOGCTBEHHOCTb Ha
Npou3BeaeHNsT Hayku, nuTepaTypbl U UCKyccTBa. ABTOPCKME MpaBa BbICTyNnakT B
KayecTBe rapaHTUW TOro, YTO WHTENNeKTyarnbHbIN/TBOPYECKUN TPy aBTopa He byaeT
HanpacHbIM, OacT €My ChnpaBeanuBbleé BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax
CBOEro Tpyaa, nosiyumTb U3BECTHOCTb U Npu3HaHue. HukTo 6e3 paspelleHns aBTopa He
MOXeT  BOCMPOM3BOAMTb  €ro  nNpou3BeneHuMe,  pacnpocTpaHaTb,  NyGnuyHo
AEeMOHCTpUpoBaTb, npogasaTb, MWMMNOPTUPOBATb, MNyckaTb B MpokaT, nybnMyHo
NCMOMHATb, NOKa3blBaTb/UCNONMHATL B 3dmpe nnu pasmewlaTsb B IHTepHeTe.

Mcnonb3oBaHne "nupaTckoro" nporpaMmmMHOro obecneyeHnss MOXET MPUBECTU K
MHOIMM puUCKaM: OT MOTEpPU [AaHHbIX K TBOMM akkayHTam A0 OnoKuMpoBKM TBOEro
YCTPOWCTBA, rae YCTaHOBIieHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaThb,
YTO CYLLECTBYIOT NneranbHble 1 6ecnnaTtHble NporpamMmMbl, KOTOPbIE MOXHO HaWTK B CETH.

O nopTane

CeTeBUYOK.ph - TBOW rMaBHbIA COBETYMK B CEeTU. 34eCb Thbl MOXelb Yy3HaTb O
B6e3onacHOCTM B CETU MOHATHbIM WM OOCTYMNHbIM A3bIKOM, @ MPU BO3HUKHOBEHWUN
KpUTUYECKON cuTyauum obpatmtbCa 3a coBeTOM. A Takke MNpUHATL y4vacTue B
KOHKypCax 1 ctaTb caMbiM LUAPOBLIM rpaxkgaHMHOM!



